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1.An EDR project was initiated by a CISO. 
Which resource will likely have the most heavy influence on the project? 
A. desktop engineer 
B. SOC manager 
C. SOC analyst IT 
D. operations manager 
Answer: B 
 
2.A customer wants to modify the retention periods of their Threat logs in Cortex Data Lake. 
Where would the user configure the ratio of storage for each log type? 
A. Within the TMS, create an agent settings profile and modify the Disk Quota value 
B. It is not possible to configure Cortex Data Lake quota for specific log types. 
C. Go to the Cortex Data Lake App in Cloud Services, then choose Configuration and modify the Threat 
Quota 
D. Write a GPO for each endpoint agent to check in less often 
Answer: C 
 
3.The certificate used for decryption was installed as a trusted toot CA certificate to ensure communication 
between the Cortex XDR Agent and Cortex XDR Management Console. 
What action needs to be taken if the administrator determines the Cortex XDR Agents are not 
communicating with the Cortex XDR Management Console? 
A. add paloaltonetworks.com to the SSL Decryption Exclusion list 
B. enable SSL decryption 
C. disable SSL decryption 
D. reinstall the root CA certificate 
Answer: D 
 
4.In Cortex XDR Prevent, which three matching criteria can be used to dynamically group endpoints? 
(Choose three.) 
A. Domain/workgroup membership 
B. quarantine status 
C. hostname 
D. OS 
E. attack threat intelligence tag 
Answer: B,C,D 
 
5.A test for a Microsoft exploit has been planned. After some research Internet Explorer 11 
CVE-2016-0189 has been selected and a module in Metasploit has been identified 
(exploit/windows/browser/ms16_051_vbscript) 
The description and current configuration of the exploit are as follows; 
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What is the remaining configuration? 
A) 

 

B) 

 
C) 

 
D) 

 
A. Option A 
B. Option B 
C. Option C 
D. Option D 
Answer: D 
 
 


